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	 The	Road	Ahead	



Typical	CPS	Framework	



Smart-Grid	Drivers	for	India	



Smart-Grid	Activities	



SAMAST	

•  Intra-state	balancing,	accounting,	settlement	
– Scheduling,	
– Accounting,	
– Metering,	
– Settlement	of	Transactions	



Data	will	play	a	key	role	



Role	of	Data	in	CPS	



CPS	Characteristics	from	Security	
Viewpoint	







An	Analogy	



Event-driven	Data	Ecosystem	

•  In	real-time	
•  Authenticity	&	integrity	
•  Reliability	of	actions	
•  Incentives	&	Penalty	enforcement	

ü Compliance	
ü Audit	&	Regulation	



Blockchain	&	Smart	Contracts	

•  Immutable,	reliable,	distributed	database	
•  Acts	as	a	shared	data-bus	across	CPS	

•  A	smart	contract	is	a	computer	protocol	intended	
to	digitally	facilitate,	verify,	or	enforce	the	
negotiation	or	performance	of	a	contract.		

•  Smart	contracts	allow	the	performance	of	
credible	transactions	without	third	parties.	These	
transactions	are	trackable	and	irreversible.	
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