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Course Agenda

• Module 1: Cyber Threats, Attacks, and Security conceptsDay 01

• Module 2: Risk Assessment and Mitigation &

• Overview of Indian Power Grid
Day 02

• Module 3: Attack-resilient Wide-Monitoring, Protection, ControlDay 03

• Module 4: SCADA, Synchrophasor, and AMI Networks & SecurityDay 04

• Module 5: Attack Surface Analysis and Reduction TechniquesDay 05

• Module 6: CPS Security Testbeds & Case StudiesDay 06

• Module 7: Cybersecurity Standards & Industry Best PracticesDay 07

• Module 8: Cybersecurity Tools & Vulnerability Disclosure   Day 08

• Module 9 : Review of materials, revisit case studies, assessmentsDay 09

• Module 10: Research directions, education and trainingDay 10
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• Vulnerability Assessment Tools

• SIEM tools

• Intrusion Detection (IDS) Tools

• Vulnerability and Security Assessment

• Vulnerability Disclosure Policy
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Vulnerability Assessment

Inspect weaknesses in industry standards, software 
platforms, network protocols and configurations

• Common activities include
– Vulnerability Scanning
– Cryptography Analysis
– Software fuzz testing

• Common tools
– Nmap – a security scanner to discover hosts and services 

on a network

– Wireshark – a network packet sniffer & analyzer tool

– Nessus – a comprehensive vulnerability scanning program
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Footprinting

Scanning

Enumerating

Exploit!

Intrusion Process
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Vulnerability Assessment 
Tools: Nmap

5Cyber-Physical Security for the Smart Grid, GIAN Course, IIT Bombay (Manimaran Govindarasu)
March 
2018



Vulnerability Assessment
Tools: Nessus
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Vulnerability Assessment using Fuzz Testing ?
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More Systematic Vulnerability Assessment
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ICE-CERT’s Assessment Program[1]
• A dedicated federal facilities assessment team
• A dedicated private sector assessment team

[1] ICS-CERT Annual Assessment Report, FY 2016 

https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/FY2016_Industrial_Control_Systems_Assessment_Summary_Report_S508C.pdf
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• Vulnerability Assessment Tools

• SIEM tools

• Intrusion Detection (IDS) Tools

• Vulnerability and Security Assessment

•Vulnerability Disclosure Policy
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What’s SIEM?
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SIEM (Security Info & Event Management) is defined as a group of complex 
technologies that together provide a bird’s-eye view into an infrastructure.

• It provides centralized security event management
• It provides correlation and normalization for context and alerting
• It provides reporting on all ingested data
• It can take in data from multiple vendor or in-house applications



● Enterprise security administrators (Windows 10 version 1709)
● Host intrusion prevention that reduce the attack surface of 

apps used by systems/employees

Features of Windows Defender EG

● Exploit Protection
● Attack Surface Reduction Rules
● Network Protection
● Controlled folder access
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SIEM Tools: Windows Defender 
Exploit Guard



Exploit Protection

● It applies exploit mitigation techniques to apps 
● Protects devices from malware that use exploits to spread and 

infect
● Mitigations that can be applied at either the OS level, or at the 

individual app level
● Detailed reporting of events and blocks as alert investigation 

scenarios.
● Can configure these settings using the Windows Defender 

Security Center app or PowerShell
● Export the configuration as an XML file that you can deploy to 

other machines (Group policy)
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https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/investigate-alerts-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-exploit-guard/customize-exploit-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-exploit-guard/import-export-exploit-protection-emet-xml


Exploit Protection Continued...

● Customize the notification when Mitigation is encountered
● Can enable the rules individually
● Audit mode to evaluate how Exploit protection would impact 

organization
● Can test how the feature will work in organization to ensure it 

doesn't affect business apps, and to get an idea of how many 
suspicious or malicious events generally occur over a certain 
period

● Windows Defender Security Center app 
● Group Policy 
● PowerShell
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https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-
defender-exploit-guard/customize-exploit-protection

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-exploit-guard/customize-attack-surface-reduction#customize-the-notification
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-exploit-guard/audit-windows-defender-exploit-guard
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-exploit-guard/customize-exploit-protection


https://www.slideshare.net/RisiAvila/pptsplunklegacysiem101final
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SIEM Tools: Splunk



Architecture

https://community.blackboard.com/thread/5120-splunk-architecture

March 
2018

Cyber-Physical Security for the Smart Grid, GIAN Course, IIT Bombay (Manimaran Govindarasu) 15

https://community.blackboard.com/thread/5120-splunk-architecture


Splunk Input/Output

http://dev.splunk.com/view/dev-guide/SP-CAAAE3A
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http://dev.splunk.com/view/dev-guide/SP-CAAAE3A


Splunk Input/Output

https://www.splunk.com/pdfs/presentations/govsummit/saf-ics-dynamic-risk-monitoring-and-
protection-of-ics-scada-and-other-critical-infrastructure.pdf
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https://www.splunk.com/pdfs/presentations/govsummit/saf-ics-dynamic-risk-monitoring-and-protection-of-ics-scada-and-other-critical-infrastructure.pdf


Splunk Applications in the Grid

● Live data feed from energy operators
● Telemetry logs 
● SCADA system events 
● Modbus data engine events

● Infrastructure management systems

● Anomalous VPN Traffic

● Firmware Changes 

● Operational/Mechanical Failures

● Rogue Device Detection 

● Spurious RF Emissions

● Network Reconnaissance Scans

● Reported Vulnerabilities
https://www.splunk.com/pdfs/customer-success-stories/splunk-at-enernoc.pdf
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https://www.splunk.com/pdfs/customer-success-stories/splunk-at-enernoc.pdf
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SIEM Tools: Security Onion

[1] https://securityonion.net

Security Onion is a Linux-based tool for intrusion detection, network
security monitoring, and log management. It’s based on Ubuntu and
contains Snort, Suricata, Bro, OSSEC, Sguil, Squert, ELSA, Xplico,
NetworkMiner, and many other security tools [1].

https://securityonion.net/


Open source 

IDS:  

● Rule driven : Snort,  
● Analysis driven : Bro

Analysis tools: 

● Sguil: Centralized syslog framework. IDS alerts
● Elsa:  Log receiver, serchier, indexer

Can write custom scripts and signatures 
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SIEM Tools: Security Onion

https://securityonion.net

https://securityonion.net/


IDS Tools: Snort
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IDS Tools: Snort

Packet Decoder: Takes packets from the different network 
interfaces and prepares packets to be preprocessed.

Preprocessor: Packets are arranged or modified before sending 
them to the detection Engine. Detect anomalies. Perform packet 
reassembly

Detection Engine: Detect if any intrusion activity exists in the 
packet. Snort rules. If a packet matches any rule an appropriate 
action is taken such as logging or dropping a packet

Logging and Alerting System: Generate alerts and log messages 
depending upon what the detection engine finds inside a packet

3/14/20
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Cyber threats to power grid and potential countermeasures (with Ukrainian case study) 22



IDS Tools: Bro

https://www.bro.org/current/slides/broverview-2015.pdf
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https://www.bro.org/current/slides/broverview-2015.pdf


IDS Tools: Bro
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Libpcap: Pcap library to capture packets from the network 
interfaces. Takes care of all the traffic that comes from the network 
layer. Filters non important elements

Event Engine: Captures packets and put them together to become 
events explaining the performed actions

Policy Script Interpreter: Compares high level events and compares 
these with policy scripts in the system. Events are stored in a FIFO 
list.  Takes action if it detects suspicious and dangerous activities 

IDS Tools: Bro

3/14/20
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Cyber threats to power grid and potential countermeasures (with Ukrainian case study) 25



IDS Tools Comparison

Snort Bro

Operation System Any Unix

High speed network 
capability

Medium High

Thread Single Single

Clusters No Yes

IPS yes No

Community Big Small

3/14/20
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Cyber threats to power grid and potential countermeasures (with Ukrainian case study) 26
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• Vulnerability Assessment Tools

• SIEM tools

• Intrusion Detection (IDS) Tools

• Vulnerability and Security Assessment

•Vulnerability Disclosure Policy
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Vulnerability Assessment
Tools: Shodan

March 
2018

Shodan – A search engine using crawlers to get device/service data 
visible on the public network.  It’s used to earch for internet-facing 
SCADA/ICS devices/systems.

The basic algorithm for the crawlers is[1]:

1. Generate a random IPv4 address
2. Generate a random port to test from the list of ports that 

Shodan understands
3. Check the random IPv4 address on the random port and 

grab a banner
4. Go to 1

[1] John Matherly, “Complete Guide to Shodan”
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Vulnerability Assessment
Tools: Shodan

“Banner” - a
piece of textual
info returned
by the crawlers.

ICS devices that are
found affected by
Heartbleed in US.
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Vulnerability Assessment
Tools: Shodan

ICS devices visible 
in India.
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Vulnerability Assessment
Tools: Shodan
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Now try it yourself…
1. Open Shodan login page and login with one of the possible 

ways suggested

2. Specify a typical port number used by a typical service (e.g. 
22, 23, 80, 20000, …) in the searching filter

3. Specify the 2 letter code of a country in the filter

4. Filter should look like “port:XX country:XX”

5. Find anything interesting? 
NOTE: Please use it only for learning and improving the security



Project SHINE

• Project started in April 2012 to identify internet facing 
Critical Infrastructure devices

– Does this by using a SHODAN search engine and 
searching control systems related terms

– Used freely available tools to identify critical 
infrastructure devices on the internet
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Source: http://www.ics-cert.us-cert.gov/pdf/ICS-CERT_Monthly_Monitor_Oct-Dec2012.pdf



Project SHINE findings

• At the time of Oct. 2012 ~460,000 IP addresses are 

– directly facing the internet

– related to critical infrastructure devices

• Several of the resources have weak, default or non-existent logon 
credential mechanisms

• These devices are an entry point into a control networks
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Source: http://www.ics-cert.us-cert.gov/pdf/ICS-CERT_Monthly_Monitor_Oct-Dec2012.pdf



US ICS-CERT’s Assessment Process
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[1] ICS-CERT Annual Assessment Report, FY 2016 

https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/FY2016_Industrial_Control_Systems_Assessment_Summary_Report_S508C.pdf
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• Vulnerability Assessment Tools

• SIEM tools

• Intrusion Detection (IDS) Tools

• Vulnerability and Security Assessment

• Vulnerability Disclosure Policy
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Vulnerability Lifecycle

36

Creation Discovery Notification
Mitigation 
Released

Mitigation 
Applied

Vendor mistake in 
design/development  
process

(Vendor/Coordinator/Rese
archer) disclose the 
vulnerability to utilities 
and/or general public

Vendor provides patch 
and/or configuration 
strategy to mitigate the 
issue

Vulnerability discovered by 
(Vendor/ Utility/Security 
Researcher/Attacker)

Utilities/System integrators 
work on testing, deploying 
patch 
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Vulnerability Disclosure: Parties Involved
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• Academia, national labs, independent security researchers

• Substantially different objectives/ethics
Security Researchers

• Development of  software (EMS, SCADA, substation 
automation) and hardware (PLCs, IEDs)Vendor 

• Utilities/ISOs depending on vendor products
Customer

• Trusted third party to help coordination/remediation

• e.g. Industrial Control Systems Cyber Emergency Response 
Team (ICS-CERT)

Coordinating Agency

Hahn, A.; Govindarasu, M., "Cyber vulnerability disclosure policies for the smart grid," Power and Energy Society General Meeting, 2012 IEEE , vol., no., 
pp.1,5, 22-26 July 2012
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Responsible Vulnerability Disclosure Problem
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Many vulnerabilities discovered by parties not affiliated with the vendor

• Security researchers are often academia, national labs, utility, independent security 
researchers

Vulnerability information needs to be disclosed to both the public and vendor

• Vendors need to create patches/mitigation

• Utilities need to develop work arounds, update IDS alerts

But…

• Researchers often distrust vendors

• Vendors notorious for delaying mitigation

Cyber-Physical Security for the Smart Grid, GIAN Course, IIT Bombay (Manimaran Govindarasu)
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Disclosure strategies

39

Full Disclosure 

• Researcher immediately 
discloses all information to the 
public. 

• Advantages –

• vendors pressured to create 
timely mitigation

• Disadvantages –

• Increased risk from exposed, 
but unmitigated vulnerabilities

Limited Disclosure 

• Research informs vendor and 
potentially coordinating agency

• Advantages –

• Information not released to 
public until mitigation 
available

• Disadvantage

• Vendors historically delay 
mitigation deployment

Non Disclosure 

• Vulnerability data not released 
to public

• Advantages –

• Potential attackers never 
alerted about vulnerability

• Disadvantages –

• Little incentive for vendor to 
release mitigation

• Utilities unaware of 
importance of deploying 
patches/mitigations

Limiting disclosed/unmitigated vulnerabilities

Increase public awareness of issue

Cyber-Physical Security for the Smart Grid, GIAN Course, IIT Bombay (Manimaran Govindarasu)
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Risk from Unpatched Vulnerabilities
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• Length of time between public disclosure and 
applied mitigation directly 

Creation Discovery
Vendor 

Notification
Mitigation 
Released

Mitigation 
Applied

Full Disclosure

Limited Disclosure

Non Disclosure

Risk from disclosed/unmitigated 
vulnerabilities
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Industry Goal
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Influence “Limited Disclosure” practices within the security 
research community.

• “Vulnerability Disclosure Framework” National Infrastructure Advisory Council 
(NIAC), 2004 [NIAC 04]

• Provides a guideline for stakeholders

• Vendor specific advice includes:

• 1) Public vulnerability management pages on their website.

• 2) Mechanisms to support vulnerability reports (such as a email address or 
web form).

• 3) A defined time frame for acknowledging the received report.

• 4) A public security advisory notification method.

[NIAC 04]: National Infrastructure Advisory Council (NIAC). Vulnerability disclosure framework, Jan. 2004.
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Vulnerability Disclosure
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ICS-CERT Advisory
• An ICS-CERT Advisory is intended to provide awareness or 

solicit feedback from critical infrastructure owners and 
operators concerning ongoing cyber events or activity with 
the potential to impact critical infrastructure computing 
networks. (http://ics-cert.us-cert.gov)

NERC ES-ISAC
• “Facilitates sharing of information pertaining to physical and 

cyber threats, vulnerabilities, incidents, potential protective 
measures, and practices”. (http://www.nerc.com)

Cyber-Physical Security for the Smart Grid, GIAN Course, IIT Bombay (Manimaran Govindarasu)
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ICS CERT Advisory
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• A typical ICS-CERT Advisory contains:
– Affected products

– Impact

– Background

– Vulnerability Characterization
• Vulnerability Overview

• Vulnerability Details
– Exploitability

– Existence of Exploit

– Difficulty

– Mitigation

Cyber-Physical Security for the Smart Grid, GIAN Course, IIT Bombay (Manimaran Govindarasu)
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Example of an ICS CERT Advisory
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Current Vendor Disclosure Policies
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Coordinators IT Vendors Open Source Industry vendors

CERT/C

C

ICS-

CERT

Microsoft Google Ubuntu FreeBSD SEL Siemens

Policy 

Location

Webpage Webpage Webpage Webpage Webpage Webpage Documen

t

Webpage

Disclosure 

Method

Limited Limited Limited Limited Full Limited Limited Limited

Vuln. Mgmt. 

Page

Yes Yes Yes Yes Yes Yes No Yes

Publish 

Time

45 days Variable Variable 60 days Variable Variable Variable Variable

Security 

Advisory

Technical 

notes, 

NVD

Technical 

notes, 

NVD

Security 

Bulletin, 

Advisories

Blog 

postings

Webpage,

Email list

Security

Advisories

Service

Bulletins,

Release 

Notes

Security

Advisories

Discoverer

Support 

Public 

Acknowle

dgement

Public 

Acknowle

dgement

Public 

Acknowled

gement

Public 

Acknowl

edgemen

t/Money

Public 

Acknowled

gement

Public 

Acknowled

gement

Not 

Specified

Public 

Acknowledgeme

nt
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Future Directions
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– Heterogeneous environment with both industry-
specific and traditional IT software

– Must be able to flexibly manage vulnerabilities 
discovered in both domains

Application

Network 
Infrastructure

Operating
System

Web    Database    Email      SCADA   EMS   WAMS    SPS

Ethernet   TCP/IP   SSL   NTP     DNP3   IEC-TC57   Modbus

Microsoft    Unix   Linux   IOS   VXworks      Embedded

Traditional IT Industry
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Summary of the module
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• Vulnerability Assessment Tools for used to find vulnerabilities 
in systems, protocols, devices. It’s typically on testbed 
environments

• SIEM tools for used for event/log monitoring from multiple 
software/systems, and for dashboard

• IDS tools used for intrusion/anomaly detection and they can be 
integrated into SIEM

• Vulnerability and Security Assessment needs to systematic, and 
ICS-CERT has sound methodology

• Vulnerability disclosure policy is evolving
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