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Course Agenda

Day 01

Day 02
Day 03
Day 04
BEVAIS
Day 06
Day 07
Day 08
Day 09

Day 10

* Module 1: Cyber Threats, Attacks, and Security concepts

* Module 2: Risk Assessment and Mitigation &
e Overview of Indian Power Grid

* Module 3: Attack-resilient Wide-Monitoring, Protection, Control

e Module 4: SCADA, Synchrophasor, and AMI Networks & Security

* Module 5: Attack Surface Analysis and Reduction Techniques

* Module 6: CPS Security Testbeds & Case Studies

* Module 7: Cybersecurity Standards & Industry Best Practices

* Module 8: Cybersecurity Tools & Vulnerability Disclosure

* Module 9 : Review of materials, revisit case studies, assessments

* Module 10: Research directions, education and training
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Outline of Module 6

 Testbed Concepts & Architecture

 Case Study — lowa State’s PoweCyber Security
 Case Study — IIT Bombay’s WAMS Testbed (Demo)
* Testbed R&D needs

e Testbed Demos
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SCADA Operation

Control Center E
SCADA
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Remote Station

Field Devices
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Testbed Definition

e “A testbed is a platform for conducting
rigorous, transparent, and replicable testing of
scientific theories, computational tools, and
new technologies.” - Wikipedia
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Motivation for Testbeds

e Realistic platform for model validation
— Power system dynamics
— Communication system dynamics
— Control applications

e Realistic platform for experimental evaluation
— Cyber-Control-Physical interactions
— Evaluation of CPS architectures, models, and algorithms
— Design, build, test, evaluate and deploy

 Accelerate Innovation
— Realism, Fidelity, Programmability, Repeatability, Resource sharing

 Bridge Theory and Practice

e Pathway from Academic Research to Industry Practice
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CPS Security Testbed — A Conceptual View

EMS, SAS, RTUs, IEDs Information/Control

Layer
I I

Communication Layer

I J

Physical Layer

Routing infrastructure,
Network protocols,
Routers, Firewalls

Power System Simulators
(RTDS, Power factory)
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Science of Experimentation

 Time Sync — cyber and physical worlds

e Virtual time or Real-time?

* Fidelity — what level?

e Abstractions & Modularity — right level?
* Scalability — both cyber and physical

* Representativeness — how realistic?

* Repeatability & reproducibility of results
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Engineering the Testbed

* Cyber-Physical integration

System models Realistic attack
& Data models models, traces
e Re-configurability
*Repositories™ *hard to create*
* Interoperability
° Federation Testbed Realistic
Development Experiments &
& Evolution Impacts
* Standard models, datasets = .z . irces
needed* Limited success*

* Open, Remote access?
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Testbeds & Design Tradeoffs

Accuracy

Real-world
Test bed

Hybrid model
& Federation

Scale
* Physical system

Simulation

based
Test bed
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Some key objectives for Testbed R&D

 Develop innovative testbed architectures and
abstractions for large-scale realistic CPS security
testbeds

 Design, implementation, and deployment of a
high-fidelity, scalable, open-access testbed for
research experimentation
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CPS Security Testbed R&D goals

Community algorithms

Power
Cyber
HIL
Testbed

Attacks and
Defenses

Federation and
Remote Access

Scenarios and
Experimentation
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Testbed R&D Applications

e Vulnerability Analysis

Impact Analysis

Mitigation Research

Cyber-Physical Metrics

Data and Model Development

e Security Validation

* |Interoperability

e Cyber Forensics

e Operator Training
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Testbed — a validation platform

1.Vulnerability Research

Inspect weaknesses in industry
standards software plaforms,
netwark protocals, and

Z2.Impact Analysis

Explore the physical system
impacts from variocus cyber
attacks to guantify physical

3. Mitigation Research

Evaluation mitigation strategias
against various attacks and
system topologies and

4. Cyber-Physical Metrics
Development of metrics which
combine key cyber-physical
properites.

canfigurations

system impact.

configurations,

5. Data and Models
Development
Provide researchers with
the information required

to explore innovative

6. Security Validation
Design methods to
evaluation the security
posture of a system far
self assessments and

7. Interoperability

Evaluate how products
and technologies support
and connect with real-
world environments,

8.Cyber Forensics

Explore methods for
detecting attacks specifig
to industry protocols and
field devices.

9, Operator Training
Provide operatars with
the ability to interact
with power system
contrals during simulated

security approaches. compliance requirements. cyber attacks.
Control Communication Physical System
Research Objectives Software | Hardware | Algorithms | Protocols | Architectures | Performance | Scalability | Real Time | HW Interface
Vulnerability Research ® ® { e ® { O O o
Impact Analysis ( { L q { ( L ® ®
Mitigation Evaluation ( ( { L { ( 1 { L
Metric Development | { { { { { 1 { (
Security Validation ® L { L) ( { o o o
Data Model Development | { ® e o { 1 0 {
Interoperability e e { e { Q o a {
Cyber Forensics ® ® { e ® O C 0 {
Operator Training ( { L ( { ® L ® {
®- required for research application { - may be required for research application (- not required for research application

Adam Hahn, Aditya Ashok, Siddharth Sridhar, Manimaran Govindarasu, Cyber-Physical Security Testbeds:
Architecture, Application, and Evaluation for Smart Grid, |IEEE Transactions on Smart Grid. June 2013.
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Testbed R&D Tasks

Coordinated Attack/Defense Experimental Validation of Attack-resilient WAMPAC
algorithms

Vulnerability Assessment and testing of SCADA devices, platforms and network
protocols

Education: educational modules & industry training modules
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CPS (Security) Testbeds for Smart Grid — Examples

* National SCADA test bed (NSTB) @ Idaho National Lab

e Virtual Control System Environment @ Sandia National Lab

e SCADA Security Testbed @ Pacific Northwest National Lab

 PowerCyber Security Testbed @ lowa State University

e SCADA Security Testbed @ Washington State University & UC Dublin

e Virtual Power System test bed (VPST) @ University of lllinois, Urbana-Champaign
e Critical Infrastructure Security Testbed @ Mississippi State University

* WAMS & WAC Testbed @ Indian Institute of Technology (IIT), Bombay
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Outline of Module 6

 Testbed Concepts & Architecture

 Case Study & Demo — lowa State’s PoweCyber Security
 Case Study — lIT Bombay’s WAMS Testbed (Demo)

* Testbed R&D needs

e Testbed Demos
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lowa State’s PowerCyber: A CPS Security Testbed

Physical

Cyber

Substation1

Adam Hahn, Aditya Ashok, Siddharth Sridhar, Manimaran Govindarasu, Cyber-Physical Security Testbeds: Architecture, Application, and Evaluation for Smart Grid, IEEE

Transactions on Smart Grid, vol 4, no. 2, June 2013.

ISERINK
(WAN) 6

ControlCenter

e S i S

Historian Workstation
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Testbed - Remote Access Framework

SCADA VM’s
@ SCADA

Network
Erontend Web Ij%ackend Servgr <> Relays, PMUs
—> With Orchestration
server
Framework
0 \ Power System
models

4
Defense

measures
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PowerCyber Implementation Architecture

Web Server

{

Orchestration Framework

Attacker VMs

oo oomSooooomoooooomoooooooooooooeo .
: el el < SCADA VMs :
i qD“:i I <+ | e i
: ’_;_]‘ |z s | " 7 " ¢ ~ F — :
i s s = Substation RTU VMs —— !
: el et = el Control Center VM :

Virtual Machine Host

Power System Simulators (OPAL-RT, RTDS) Relays, Phasor Measurement Units
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ISU PowerCyber Testbed - Features

Capabilities Architecture
*Vulnerability Assessment *Attack-Defense Evaluations operator Application Web Server
*System Impact Analysis *Security Product Testing SCADA DB Display Sens
*Risk Assessment *Education ” "_’
*Risk Mitigation Studies *Industry Short-Courses

| Control Center LAN 1

Salient Features

1. Cyber-in-the-Loop Real-Time Simulation environment
modeling bulk power system.

2. Scalability:
*RTDS/Opal-RT provide ability to simulate large power systems
with control and protection functions in real-time.
*Multi-area, substation architecture enabled through
virtualization.

RTU GPS

Relay PMU

3. High Fidelity: 3
*Industry-grade SCADA/EMS and substation automation
*WAN emulated using ISEAGE; DNP3 and IEC61850 protocols Relay PMU

used for SCADA; Industry-grade security appliances for Substation 2
VPN/firewall. { !
*Local/wide-area control and protection applications emulated T
with programmable IED and PMU interfaced with RTDS/Opal-RT.

4. Remote Access: Web-based access for remote
experimentation with custom power/cyber system
models and attack templates. RTDS/Opal-RT
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Vulnerability Assessment

i

5" ICS-CERT

eGP/ INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM
“mve  CONTROL SYSTEMS SECURITY PROGRAM

ICS-CERT ADVISORY

IC5A-12.102-05—8IEMENS SCALANCE 5 SECURITY MODULES MULTIPLE
VULNERABILITIES

April 11,2012

OVERVIEW

1C5-CERT has received a repont from Si i ilities in the Scalance 5
Seeusity Modle firewall, This velnerability was reported 1o Siemens by Adam Hahn and Manimasan
ovindarasu for coondinated disclosure,

T first isaue is & by ficking ility in the webs o intestace of the
Tirewall, The second issue s a siack-based bulfer overflow vulnerability in the Profieet DCP proiocol
siack.

Siemens has published a patch that resalves both of the identified valnerabilites.

AFFECTED PRODUCTS
The following Scalince § Security Modules are affecied
= Scalance 5602 V2

*  Salance 3612 V1
»  Sealance 5613 V2

IMPACT

Suvesiul iiation of ik brube-fir iy albow an aitacker in perfirm an arbitrary
number of suthersication stiempts using dilferent password and eventally gain acces (o the largeied
WECOU,

Successiul exploliation of ihe stack-based bufTer overflow againe the Profinei DU projocol may lead o
a dendal of service (DoS) condithon or possible abitrary code caecution

Impact to individual organizations depends on many factors that are unigue o cach organization.
ICS.CERT recommends that organizations evaluate the impact of these vulnersbilities based on thesr
" ‘ i i nedhant N

BACKGROUND

The Scalamce § product s & security madile that ineludes o Statelul Inspection irewall for industrial
wtoriiation petwork mpplications. This seourity module (s istended 1 protect sutomation devies mnd

|_ﬂ uls g,

Testbed Use-Cases: 1, 2, 3

Risk Assessment and Mitigation Attack-Defense Evaluations

* Risk = Threat * Vulnerability * Impacts Attack on Remedial Action Scheme
WECC 9-bus System

* Security Investment Analysis
* Risk Assessment & Risk Mitigation

{
Real-time Monitoring |

Threat and Vulnerability Analysis

Impact Analysis _ * Data integrity attack to trip R1 + DoS on
low risk

high risk | y RAS controller
Defense Measures *R2 trips due to thermal overload;
| Instability; Load shedding
* Evaluating mitigation schemes
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Sample Story Board Scenarios — Attacks

Storyboard Description

Attack Vectors

Cascading outage through a coordinated attack on power
system protection scheme

Command injection attack to trip relay
DoS attack to disrupt protection scheme

Manipulating AGC measurements/controls to affect system
frequency

ARP spoofing to intercept communication
MITM attack to modify measurements

Manipulating SCADA measurements to affect situational
awareness in State Estimator

ARP spoofing to intercept communication
MITM attack to spoof measurements

Using unencrypted RTU communication to send arbitrary
commands to trip breakers

Command injection attack to send trip
commands to relays

Denial of Service attack on RTU/protection devices
communication to blind SCADA

DoS attack targeting RTU/ relays targeting
specific ports

Exploiting Social Engineering to gain access to Energy
Management Systems

Phishing attack to download, install
malicious code
Reverse shell, VNC to exploit access to EMS

Manipulating protection settings using Substation
Automation tools

Phishing attack to install malicious code
Program relays to rogue configurations
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Sample Story Board Scenarios — Defenses

# Storyboard Description Defense Measures

v/ 1| Cascading outage through a coordinated attack on power * Cyber
system protection scheme

v Firewalls
v' 2 | Manipulating AGC measurements/controls to affect system

frequency * IDS/IPS

O 3 [ Manipulating SCADA measurements to affect situational

/ .
awareness in State Estimator Moving Target Defense

v' 4| Using unencrypted RTU communication to send arbitrary v' Patch management

commands to trip breakers
v" VPN —encryption

v" 5 | Denial of Service attack on RTU/protection devices
communication to blind SCADA v’ 2-factor authentication

v" 6 | Exploiting Social Engineering to gain access to Energy

*  Cyber-Physical
Management Systems

O 7 | Manipulating protection settings using Substation Domain specific anomaly detection

Automation tools L
v' Model-based mitigation
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Storyboard (CPS-SEC) — RAS attack-defense

IEEE 9 bus system with Remedial Action Scheme (RAS)

v 1
3 I'l- I 3 u‘@

B}?éi B8 B9 B3
| BS 100 MW, 35 g6
o MVAR
125 MW, 90 MW,
SOMVAR 30MVAR

?1
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Storyboard — AGC attack-defense

Exploit Heartbleed to gain access
to substation gateway

Data integrity attack to trip relay
and activate protection scheme

DoS attack on relay to prevent
operation of protection scheme

Load loss due to coordinated attack

Attacker

Substation Simulator

Primary control center

Substation Gateway

Control Gateway

Secondary control center

v' Patch management
v' Firewall rules
v" Moving Target Defense
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Story Board (CPS-SEC) — AGC Security

ARP spoofing attack intercepts communication Control Center
between RTU and control center

ACE (P, f)

MITM attack modifies tie-line power flow and

DNP
frequency measurements to AGC <_>

X

2
5
2

Scaling/ramp attacks on tie-line power flow and ACE (P,ic, f)
frequency measurements lead to frequency drop Gen Control | Measurements

IEEE 9-bus (3 area) system

Real-Time Digital Simulator

Domain-specific anomaly detection

Sustained frequency drop leads to load shedding Model-based mitigation
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Perimeter

Ukraine grid’s attack in Dec. 2015 (revisited)

IT
1.phishing email
to IT network

2.privilege escalation
Obtained admin on DC

SCADA

Access

Automation

RTU/.Sub. Gateway Switch

Protection

Relays {
- l l.--...l
P 2%

By
c |
LRy

Physical

Circuit Breakers

CT/PT

Ack: Dr. Adam Hahn, Washington State University

OT Pre-Impact

3.0t vpn login

Stolen credential from
DC used to remotely
login to vpn

_
4.install malware

BlackEnergy malware installed
on control systems

5.remote hmi session
Created remote operators
session to SCADA server

6.trip breakers
Operate key circuit
breakers, 225,000
customers offline

225K customer*’thout power

OT Post-Impact

7.disable systems

Wipe SCADA servers, brick
serial-ethernet converts
and control center ups

8.telephone ddos

Telephone DDoS prevents
communication about grid
state
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Ukraine Attack 2015 modeled in PoweCyber testbed

Ukraine Attack Testbed Storyboard
Social Engineering exploit/malware to harvest VPN Social Engineering exploit to inject
credentials malicious payload
Remote VNC session to hijack control of SCADA EMS Establish reverse shell
interface at Control Center Setup VNC session

U |

Open breakers on critical substations to cause power
loss in the system

U |

Corrupt RTU firmware to prevent control back to Perform Dos attack to crash
Control Center relay/RTU to prevent control

Open breakers in SCADA EMS
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Defense for Ukraine attack 2015

Ukraine Attack
Recommended Defense measures

Security awareness & training

Network Monitoring — SIEM, IDS
Application Firewalls

VPN: 2-factor authentication,
time of use access

Disable remote access and
management of field devices

Testbed Storyboard
Defense measures

Firewall: Egress Filtering

J VPN: 2-factor authentication

O Network monitoring — IDS/IPS

O SIEM - Logging and event
correlation
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Outline of Module 6

 Testbed Concepts & Architecture

 Case Study — lowa State’s PoweCyber Security
 Case Study — lIT Bombay’s WAMS Testbed (Demo)
* Testbed R&D needs

e Testbed Demos
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Use-Case 4: Cybersecurity Training Framework
(Attacks-Defenses)

Attack—Defense Training Tools

Attacker in Red Team OtherlBest ‘
Security Practices

Authentication :
Password Protection

£ IReconnaissance

N Tﬂi‘)? Scan for open ports

.0penVAS

i nerapliug 0 0
Create Backdoor | e n s e
Intrusion ’
Monitor and Analyze Traffic Dgtecnon »

yste

Discover Vulnerabilities = [MRRA - FRATE 0 | [
: C., s | Firewall to filter traffic
Exploit Vul

WIRESHARK)

¥ >J
:Z[: \:'s\.ﬁ

Design Malicious Scrip{GREIELS
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Training Environment —
An instance of SCADA for each team

Team 1-6 ]

Control Center VM / \

Corporate network o
Workstations =

EoiE 1

[nternet-Scale Event and Attack Generatlun Fnvironment

Substa ion RTU VM Attacker
e nodes
1
| N
| TN

\ VM Server

Siemens relays SEL relays
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Testbed for Attack-Defense Training (an instance)

Corp
AAAX — 10.0.0.X

Control
BB.B.X — 10.0.1.X

Substation
C.C.C.X—10.1.0.X
where A.AA is your team's corp network range, tc.

Public IP’s

e

=
=
—

Substation Network E}
(10.1.0.0/24) —
Firewall
10.1.0.1
-
ws3 RTU relay
10.1.0.10 10.1.0.210 10.1.0.218

Firewall

Firewall
10.0.1.1

10.0.0.1

Corporate Network

(10.0.0.0/24)

L] I\
: ItHUIv/

ws1

10.0.0.

10 10.0.0.30

Control Center
Network
(10.0.1.0/24)

i

ws2
10.0.1.10

L

ctl-center1
10.0.1.30

/

ol

ctl-center2
10.0.1.40
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Before Port Scanning

Public IP’s

Corp
AAAX—10.0.0.X
Control

B.B.B.X — 10.0.1.X
Substation
C.C.C.X—10.1.0.X

where A.AA is your team's corp network range, etc.

Substation Network

m

ws3

( )

RTU

)

Firewall

ol

relay

Competition Network
(ISERink)

Firewall

Firewall

Corporate Network
( )

ws1

:

Control Center
Network

( )

ws?

ctl-center1
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After Port Scanning (Reconnaissance)

Public IP’s

Corp

AAAX — 10.0.0.X
Control

B.B.B.X — 10.0.1.X
Substation
C.C.CX—10.1.0X

where A.AA is your team's corp network range, etc.

Substation Network

(10.1.0.0/24)

ws3 RTU
10.1.0.10 10.1.0.210

Firewall
10.1.0.1

i

relay
10.1.0.218

Competition Network
(ISERink)

Firewall
10.0.0.1

Firewall
10.0.1.1

Corporate Network
(10.0.0.0/24)

ws1
10.0.0.10

: I

10.0.0.30

Control Center
Network
(10.0.1.0/24)

ws2

10.0.1.10

ctl-center1
10.0.1.30
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Vulnerability Assessment

Public IP’s
Corp
AAAX—10.0.0.X
Control
B.B.B.X — 10.0.1.X

Substation
C.C.CX—10.1.0X

1

.0penVAS

where A.AA is your team’s corp network range, etc. Compatition Network
— (ISERink)
Substation Network E}
(10.1.0.0/24) —
Firewall
10.1.0.1
- ——
-
ws3 RTU relay
10.1.0.10 10.1.0.210{ (10.1.0.218 Firewall
10.0.1.1

Firewall
10.0.0.1

Corporate Network
(10.0.0.0/24)

ws1
10.0.0.10

:

10.0.0.30

Control Center
Network
(10.0.1.0/24)

ctl-center1
10.0.1.30

ws2
10.0.1.10
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WireShark and Trip Script (Exploitation)

Public IP’s

Corp

AAAX — 10.0.0.X
Control

B.B.B.X — 10.0.1.X
Substation
C.C.CX—10.1.0X

where A.AA is your team's corp network range, etc.

ws3

10.1.0.10

\Q;-»

~

WIRESHARK,

(ISERink)

Firewall
10.1.0.1

RTU
10.1.0.210

relay

10.1.0.218

N A

patltlon Network

Firewall
10.0.0.1

Firewall
10.0.1.1

Corporate Network
(10.0.0.0/24)
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ws1 WWW
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Control Center
Network
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|

ws2 ctl-center1 ctl-center2
10.0.1.10 10.0.1.30 10.0.1.40



Setting up PFSense (Firewall config)

Public IP’s
Corp
AAAX — 10.0.0.X
Control
B.B.B.X - 10.0.1.X
Substation
C.C.C.X—10.1.0X

where A.AA is your team's corp network range, tc.

e

=
=
—

Substation Network E}
(10.1.0.0/24) —
Firewall
10.1.0.1
-
ws3 RTU relay
10.1.0.10 10.1.0.210 10.1.0.218

Firewall
10.0.0.1

Firewall
10.0.1.1

Corporate Network
(10.0.0.0/24)

,_-.\/\
== )
= =
[=—| =]

ws1
10.0.0.10

w
A
a

: Il

Control Center
Network

(10.0.1.0/24)
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Outline of Module 6

 Testbed Concepts & Architecture

 Case Study — lowa State’s PoweCyber Security

* Case Study — IIT Bombay’s WAMS Testbed (Demo)
* Testbed R&D needs

e Testbed Demos
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Cyber-Defense Exercise for Critical Infrastructures

Water Distribution Cyber (SCADA)

Natural Gas Power Grid

March 2018 Cyber-Physical Security for the Smart Grid, GIAN Course, IIT Bombay (Manimaran Govindarasu)



Water Distribution

Natural Gas

=

Critical Infrastructure Cyber Security and Cyber Defense

CDE: Tabletop > Testbed-based

Cyber (SCADA)

Proposed project: CyDECS - Realistic, Live Cyber Attack/Defense Exercises for multiple Critical

Infrastructures on a federated CPS Security Testbed environment

i Contr;l{enter
(OPC server)

(ISERINK)

(Judges)
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(Normal Users)\

(PowerCyber)

Physical Power system model.
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Current solution: Passive, Table-top Cyber Defense Exercise



Testbed-based Training Scenarios for Power Grid

Attack Scenario
Normal Scenario

Control Center

Other Critical Infrastructure
(OPC Server)

Physical models

Attack-Defense Scenario 8 | o
S— '! n
g
5 [— |
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5=
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Corporate Network
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ICS field devices

nterface layer (OPC) |
: TN ‘

ol Network
(PowerCyber)

——

Physical Power system model
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Testbed Federation Concept

Federation — the concept of combining several individual testbed labs across
educational institutions and research labs to leverage resources and achieve

synergy with reasonable test systems.
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ﬁ
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Testbeds of Interdependent Critical Infrastructures
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CPS Testbed Federation Architecture

Smart Energy CPS
ISU PowerCyber + ISI DeterLab
USC/ISI DETER Testbed

substetiontniceot Loud)
0,0

0.2,
10,0380k

ISU PowerCyber Testbed

deterdesktoptunnelo(pe)
10.0.2,

VPN
Tunnel

PanseCitice Visualization

1
bz

Fedd Client

Attack-defense demo on the federated CPS Testbed
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http://powercyber.ece.iastate.edu/SmartAmerica_Demo.mp4

Conclusion

* CPS testbeds capture complex interactions between Cyber-Control-Physical
subsystems

* Seamless integration of Physical, Emulated, Simulated, and Virtual
components are needed to build a scalable, high-fidelity, cost-effective CPS
testbe

e Testbed based research helps to perform
— Vulnerability assessment for devices, systems and protocols
— Impact analysis of cyber events on physical systems
— Attack-Defense Evaluation and validation

* Testbeds use-cases include R&D, education, industry training, and cyber
defense competitions
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Future Research Opportunities

e Science of Experimentation & Testbed Architectures

* Large-scale, high-fidelity CPS Security Testbed
— Testebed Federations, models, libraries, datasets
— Regional, National-scale experiments
— International Collaboration

 NERC GridEx-type Attack-Defense Evaluations
— Advanced Persistent Threats
— Robust Countermeasures
— Collaboration with industry and NERC

e Critical Infrastructure Resiliency preparedness
— Table-top exercises for critical infrastructures security

e CPS Cyber Defense Competition
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Future Research Opportunities

Large-scale high-fidelity, federated CPS testbed
Remote and open access

e Experiment design

Accelerate R&D, education, and workforce development

« CPS Cloud architecture, algorithms, and services
e Scalable architecture and sustainable model
e Promotes collaboration thro resource sharing

AN

\

€€

e Testebed for interdependent CPS sectors
e Power grid, oil and natural gas, transportation, water distribution
e Remote and open access
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Testbed Demos in ISU’s PowerCyber Testbed

 Ukraine 2015 attack — Demo, Q/A
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